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Awareness and Privacy

One important aspect of a VE is the mutual trust among its members. Klein ([Klei94]) sug-
gests that information and communication systems allowing to monitor and understand the
activities of a partner in the VE may replace and at the same time support trust building meas-
ures. The discussion about this topic is lead in the CSCW community under the label aware-
ness.

Awareness can be defined to be the "understanding of the activities of others, which provides
a context for you own activity" ([DoBe92]). Several studies have shown that it is crucial for
cooperation to be aware of what others do ([Bowe94], [HeLu91]). Awareness mechanisms can
be considered to be one way to compensate for the spatial separation of team members in a
VE since they provide means to get to know what other team members are working on cur-
rently. This can include a sign on the screen that another team member is currently using
his/her computer and may be available in the office or the ability to see a history of what
documents another team member has worked on in the last week.

The counter part of awareness in the discussion of computer supported cooperative work is
privacy. Similar to the ways people protect their privacy in paper based work settings there
need to be ways for computer supported team members to protect their privacy. But since for a
good cooperation access to others and information are crucial on first sight it remains open
what the computer supported equivalent for closing the door in order not to be disturbed or
putting objects from the publicly accessible desk into a drawer should be. In order to not only
draw experience from working practice but to put these experiences back into practice Bellotti
and Sellen ([BeSe93]) have come up with design principles for privacy issues for computer
supported cooperative work. They identify a set of criteria serving as a checklist for system
evaluation including trustworthiness, appropriate timing, minimal intrusiveness, flexibility,
and others.

The balance between awareness and privacy may be very delicate: While a team member
might want to see what someone else has done the other person might not want to give this
information away. Here, the groupware system must be able to handle different adjustments of
awareness and privacy to allow for the support of an adequate level of trust between different
teams and team members in a VE. Ideally, the groupware system helps to move up the "spiral
of trust” (cf. [Syd096]).



Access Policy

Generally a VE has no central control authority and teams are built and disestablished with the
projects that a VE is involved in. Each of the teams constituting a VE is contributing knowl-
edge and data to the common project. This requires a flexible policy for data access in the VE
that takes into account the relation of the teams and the roles of the team members in the VE.
At the beginning of a cooperation in a VE where teams from two companies cooperate they
will usually not be willing to give the other team broad access to their data. During the coop-
eration mutual trust and the need to access each others data will grow.

Researching access mechanisms in database management systems and operating systems Greif
and Sarin ([GrSa86]) conclude that these might suffice for data modeling and administration

of business processes but that they are not suitable for cooperative work processes. While
traditional approaches rely on hierarchic access rights that usually can only be changed by a
system administrator groupware systems particularly for a flexible organization like a VE
need to provide means for teams and even individuals to grant access rights for data they
"own" and change them themselves according to the changing needs of cooperation.

Tailorability

Groupware that is meant to be used in a VE needs to be very flexible. Not only must it meet
the needs of all the teams from different organizations that build a VE at one time but also be
adequate for different VEs that an organization might contribute to at the same time or con-
secutively. Moreover, the requirements even within one VE can change over time and
different subunits within one organization will also have different requirements. Thus, the
groupware should be tailorable to the needs of a VE including the (possibly conflicting) needs
of the different participating organizations, teams, and individuals.

Tailoring groupware is not just an individual but also a team-related action. Some good
experiences have been made with "translators" who support users and groups in tailoring and
sharing individual customization and at the same time "translating" between end users and
system support or developers about how both groups can work together to reach a well-tai-
lored system (cf. [Kahl95]).

Particularly for a flexible and fast-changing organization like a VE with possibly enormously
different requirements from the participating teams tailorability is not only demanded from the
groupware system but needs to be supported by the VE's organizational culture e.g. by pro-
viding tailoring staff or rewarding reasonable tailoring activities by teams or team members.

Conclusion

The VE Sigma, which is our field of investigation, can be understood as a special form of
network community. As a structure that depends vitally on the use of communication and
cooperation technology Sigma has the need for carefully designed systems that consider the
specific needs of such an organization form. The geographical distribution, lack of central
control, and difference of organizational cultures of the participating teams are the challenges
that Sigma poses to communication and cooperation technology. They result in the problems
of many different and changing requirements for the cooperation software and the difficulty to
build up a trust relationship between the team members due to the lack of casual meetings and
informal communication.



The design requirements we pointed out, awareness and privacy, access control and
tailorability can be first steps towards the development of specific requirements for VE like
Sigma. They give hints on where to focus the endeavor and provide (partial) solution. While
this paper sheds a light on only some selected CSCW topics we believe that the general
CSCW approach of exploring concrete organizations and work settings and then design or
improve and configure groupware applying end user participation and stepwise evolution of
the groupware in use are adequate for VEs since they allow to deal with a VEs complexity and
dynamics. This complexity and dynamics lets inevitably fail any attempt to put technology
iInto an organization if it is based on the belief that the requirements and future needs can be
anticipated.

Much of the intra- and inter-team dynamics are beyond the scope of technical support but
cooperative technology is strongly affected by them and makes them visible. Therefore, the
design, development and tailoring of groupware for a VE must be accompanied by organiza-
tional measures to overcome the difficulties inherent to a VE.
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