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Abstract

We propose viewing the ability to update a system at runtime as an aspect, since it is
a crosscutting concern. To show that the runtime evolution aspect can be developed
separately from application development we have developed an implementation of
such aspect using the language AspectJ. We describe our implementation of the
aspect and limitations of the implementation.
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1 Introduction

For some software systems with high availability requirements, it is not accept-
able to have the system shut down when a new version of it is to be deployed.
For example, a telephone switching system may be required to have a down-
time of less than two hours in 40 years [11]. An option for such systems is to
use runtime software evolution, which means making changes to the software
system while it is executing.

One way to handle runtime software evolution is to create a system specific
mechanism for performing updates. Examples where this approach is taken are
updating Microsoft Windows [12] and updating Eclipse plugins [9]. However,
creating such a mechanism is time consuming and error prone, due to the
complexity involved. A better approach is having standard mechanisms that
save the application programmers from this trouble.

Runtime software evolution has been a field of research for several decades
and several runtime software evolution systems have been proposed and are
described elsewhere [11,6]. However, none of the systems have proven to
be practical enough for widespread use. Some proposed systems need the
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developer to specify which entities of the program that are to be changeable
before it is started [10,2] while others aim for unanticipated updates [1,3].

We propose viewing the ability to update a system at runtime as an as-
pect, since the ability to change versions of classes crosscuts the system. It is
crosscutting in the sense that the implementation of the mechanisms needed
to make runtime class updates is orthogonal to the implementation of the class
itself. The runtime evolution aspect can be developed separately and used by
application developers to relieve them from the burden of writing runtime up-
date mechanisms. We have developed an implementation of such aspect using
the language AspectJ [7]. Since Aspect] is a superset of Java the aspect can
be used from Java programs if they are compiled with the AspectJ compiler,
which weaves in aspect code where necessary.

The unit of change in the runtime evolution aspect is classes. To enable
updating of a class it is marked to implement the interface Versionable, which
tells the aspect to weave in code to handle this. The weaved in code is similar
to the DUSC system [10], adding proxies that keeps track of different versions
of a class and forward uses of a class to the correct version. This makes it
possible to introduce new versions of a class at runtime, as long as the interface
of the class is kept.

The rest of this paper is organized as follows. Section 2 gives an overview
of what the runtime evolution aspect is, how it can be used by software system
developers, and how system administrators can benefit from this. Section 3
contains a detailed description of our implementation, while section 4 describes
limitations of this implementation. Our conclusions are collected in section 5.

2 The runtime evolution aspect

Different runtime software evolution systems handles changes of different gran-
ularity levels, ranging from course grained such as changing subsystems, to fine
grained such as changing statements [8]. The runtime evolution aspect han-
dles medium grained changes, classes is the unit of change. Larger updates
are can be handled by updating a set of classes at the same time, but all in-
dividual classes must keep the same interface (e.g. public methods and fields
cannot be removed).

To be able to update a class, extra wrapper code is generated around it.
The wrapper code acts as a proxy to users of a class. The proxy keeps track of
several versions of the class and forwards calls to the class to the most recent
one. Since the wrapper introduces overhead in both memory consumption and
time, it is desirable to only have them for a subset of classes that are likely to
evolve. A system developer marks such classes by having them implement the
empty interface Versionable. When the code is compiled the AspectJ compiler
weaves in the runtime evolution aspect which means that the result has all
needed wrappers.

When updating a class, all objects of that class must be converted to
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objects of the new class. This may include adding, removing or changing the
semantics of fields. To handle this, all new versions of classes must implement
a transformation constructor which takes the old object as a parameter and
that is responsible for initializing all fields of the new object.

When the first class that implements Versionable is loaded, the aspect
code creates a thread that listens on a socket for update commands. Updates
are issued from a graphical user interface where new versions of classes can
be pointed out. An update starts with locking all use of the affected classes
and objects using the synchronization mechanism of Java. Thereafter the new
classes are introduced, objects are converted and finally the affected classes
are unlocked.

3 Implementation

In our approach a class can be updated with any other class with the same
set of public methods and public fields as the original version. When a class
is replaced with a newer version all instances of the replaced class will be
transformed into an instance of the replacement class. After the update,
method calls, field gets and field sets are rerouted to the new version of the
object, by the original version of it. The conversions of all objects of the
modified class are done instantly and while it is in progress access to objects
are denied by the synchronization mechanism of Java.

A class is considered to be active if it has at least one method that is
currently executing, i.e. is on the call stack of at least one thread. Our
updating mechanism requires classes that are to be updated to be inactive at
the time of the update.

3.1 Versionable and the Version Wrapper

The empty interface Versionable must be implemented by all classes that are
to be prepared for updates and this is how the aspect recognizes such classes.
Each class that implements the Versionable interface, gets a field of type
Version Wrapper added by the aspect weaving. This field is used to keep track
of the current version of an object and it contains an association with the
original and the current version of the object. By “original” we mean the first
ever version and by “current” we mean the newest version (introduced by the
last update). The Version Wrapper also keeps a field that is used as a counter
of currently executing methods in an object. The counter is used to make
sure that the object is not used when we try to update it during the updating
process. References to all Version Wrappers are stored in a hashtable in the
versioning aspect to be used during the updating process.

New versions of classes must be given new names. Any naming scheme
can be used, our suggestion is to keep the original name as prefix, adding the
constant “_jva_”, followed by a version number (e.g. “MyClass_jva_8”). When
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an update is made, all instances of the old class are converted to instances
of the new version. The new version of the class must contain a constructor
that takes an instance the previous version as argument. This transformation
constructor will be used to create a new version of each instance of the class
and should initialize all fields based on the information in the old version that
is given as an argument. An example of a class to be updated and a new
version of it is shown in figure 1.

After the constructor of a Versionable class is called, the aspect creates a

wrapper for the new object. The wrapper is stored in the hashtable with

wrappers. Then the aspect will handle any already performed updates of the

objects class. The final object is stored in the wrapper as the current version.
A UML class diagram of the system structure is shown in figure 2.

3.2 Rerouting

When a field or method of a Versionable class or an instance of such class is
used, the usage is rerouted to the current version of the class or object. The
rerouting process for a method takes the following steps (the process of a field
is similar):

(i) Make sure there is no update in progress.

(ii) Check if a Version Wrapper is set for the called object. If not, the method
has been called from within its constructor and the method should be
executed in the called object itself.

(iii) Compare the current version in the wrapper with the called object. If
they are the same, no rerouting is necessary. This happens when no
updates are made and when the method is called from within the same
object.

(iv) The usage counter in the wrapper is increased.

(v) Java reflection is used to find the reference to the method that matches
the call signature, from the current version of the wrapper. The method
is invoked with the arguments from the original call.

(vi) The usage counter in the wrapper is decreased.

The rerouting code is woven by the AspectJ compiler around all field gets,
field sets, method calls and method executions (the body of the method).
To understand why rerouting code is needed around both method calls and
method bodies take the following two situations into consideration:

(i) A method of a Versionable class is called from code where the runtime
evolution aspect has not been weaved in. This is the case when it is called
from the class library, e.g. the run method is called for a Thread class.
This case requires aspect code to be woven around the method execution,
that is, inside the method.
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class Users implements Versionable {
Vector users;

Users() {
users = new Vector();

}

void addUser(User user) {
users.add(user) ;

}

User findUser(String username) {
User user;
for( Enumeration e = users.elements;
e.hasMoreElements(); ) {
user = (User) e.nextElement();
if (user.getUsername () .equals(username)) {
return user;

b

return null;

class Users_jva_l implements Versionable {
Hashtable users;

Users_jva_1(Users oldObject) { // Transformation Constructor
users = new Hashtable();
for (Enumeration e = oldObject.users.elements();e.hasMoreElements();) {
addUser ((User) e.nextElement());
+
}

void addUser(User user) {
users.put (user.getUsername(), user);
}
User findUser(String username) {
return (User) users.get(username);

b
}

Fig. 1. Example of a class to be updated and the new version of it, including a
transformation constructor.
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Fig. 2. UML class diagram of system structure.

(ii) Super classes of Versionable classes, are typically not Versionable. There-
fore there is no code woven around methods in the super class during
compilation. This case requires aspect code to be woven around the
method call.

If both situations occur at the same time, the developer will have to im-
plement the method in the Versionable class, which calls the method in its
super class.

Rerouting of static method calls, static method execution and getting and
setting of static fields is similar to its non-static counterpart. Step 3 in the
process above is replaced with checking if any rerouting should take place
in a hashtable with updates, where the original class is used as key and the
replacing class as value.

3.8  The updating process

When a class is updated, all objects of that class must be transformed into
objects of the new version of the class. This is done by a transformation
constructor in the replacement class. The transformation constructor takes
an object of the old version as parameter and it is responsible for initializing all
fields in the new object based on the state from the old object. For fields that
exist in both the old and the new versions this may simply mean initializing
each field in the new object with values from the same fields in the old object.

Before the update is performed a number of tests are performed to make
sure the update can take place. Because some updates might need multiple
classes to be replaced the tests will be performed on all classes in the update.

(i) Check that the replacement class can be loaded.
6
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(ii) Check that both versions of the class implement the Versionable interface.

(iii) Check that the replacement class has a transformation constructor. This
check is made using reflection.

(iv) Check that the original class has not already been updated. All updates
must be made to the most current version, since this is the version that
is executing.

After these tests, the hashtable containing all Version Wrappers is used
to find all objects of the type that is about to be replaced and perform the
following tests on these objects.

(i) Check that there are no executing methods in the object. This is done
by checking that the usage counter in the VersionWrapper has the value
0.

(ii) Check that the transition constructor does not throw any exceptions by
invoking them for all objects of the class.

If all tests succeed the transformation constructor is passed to the wrapper,
which will invoke the constructor with its current version as argument. After
that, the wrapper replaces its current version with the instantiated object and
sets itself as the wrapper for the object. In the aspect, the update is added to
a hashtable with the replaced class as key and the replacement class as value,
which will be used later to check if a class has been updated.

An important issue in updating is consistency of object states. There-
fore, we cannot allow rerouting to take place during the updating process.
To achieve this, a synchronization lock is kept while the update is being per-
formed. To make sure that, during this time, no rerouting will take place all
rerouting advice will wait for this lock before it starts. This means that new
calls versionable objects are suspended until the update is complete.

Updates are specified in an Update object. This object contains a vector
with UpdateElement objects. Each of these elements contains an original class
name and replacement class name. Furthermore, each element contains state
information on, if the element has been validated by the system and if the
update has been completed. If any problems occur, the error message can
be set in the UpdateElement. This structure allows for multiple classes to be
updated at once.

To be able to perform updates, the maintainer of a system can use a
graphical user interface that connects to a listening TCP socket, which is
created by the evolution aspect. Commands that are sent to the server are
intercepted and handled by the aspect and a response is sent back to the client.
The client can send a command to the server to verify an Update object. The
aspect will verify all elements of the update. If the tests succeed the state
of the element is changed accordingly. If not, the error message is set in the
element, which can be used by the maintainer to fix the problem. When all
elements are verified, the client can command the server to execute the update.
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The aspect will then verify all elements again and only if all elements verify
the update will be executed. If an error occurs the state of the element will be
set to failed and an error message will be stored in the element. If the update
succeeds the state is set to completed. To make updating easier, the client can
also send a port number to the server. The server will try to connect back to
the client on the specified port. This connection will then be used to download
class files from the client machine. If the aspect cannot load the class with
the default classloader it will try to download it from the client, store it on its
classpath and try to load it again. After that the class file is deleted.

4 Evaluation

Although the runtime evolution aspect is useful for many desired updates
there are a few limitations in flexibility, as well as other properties of it that
might limit its applicability. Those limitations are described in this section.

All versions of a class must provide the same interface: each version should
at least provide the set of public and protected methods and fields that the
original version provides. Other methods and fields can be added freely, but
one should remember that private fields and methods can not be accessed
during conversion. An error that might occur is when the public interfaces
of two versions of a class do not match. Since they are not compared during
the update process, the aspect might try to reroute usage of a method or
field that does not exist in the current version. In that case rerouting will
be aborted and the original object will be used instead. This might keep the
system running, but the state of the current version might not be consistent
anymore.

Private fields and methods of the old version of a class cannot be accessed
in the transformation constructor of the new version of the class. To be able
to access protected fields (and fields with no access modifier specified), the old
and the new version of a class must be in the same package. The reason for this
limitation is that although aspects can be made privileged, which gives them
access to even private fields and methods, this cannot be used in combination
with Java reflection.

Non-private fields and methods of Versionable classes can be used by code
outside the class. This implies that such fields and methods must be available
in all versions of Versionable classes.

Code that uses reflection will not have rerouting code woven in, and will
therefore access to fields will not be rerouted correctly. Methods invoked by
use of reflection however, will still be rerouted as long as they are implemented
in a Versionable class (as opposed to its super class) since rerouting code will
then be woven into the method body as well. This is one advantage our
technique has over the DUSC technique [10].

The DUSC technique implies that “malicious users may obtain access to
protected and private members of the target classes” [10]. In our technique
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no changes are made to the normal access behavior of Java. The only security
risk lays in the authorization of a user of the updater tool. We have not
implemented any such authorization scheme, but we believe that this would
not differ much from authorization schemes for other systems.

If a class file is loaded but has errors, because for instance the transforma-
tion constructor is missing, the class has to be renamed before the update can
be issued again. The reason for this is that the classes are in the same package
and therefore they have to be loaded by the same classloader. This means that
a class cannot be unloaded because this would require the classloader to be
destroyed as well.

Constant fields (static final fields where the initializer is a constant string
object or primitive value) cannot be rerouted since Java requires them to be
inlined.

Updates cannot be made to classes that are active, i.e. that have meth-
ods on some call stack. In one case study, active code was shown to be a
severe problem in 10% of all desired updates [4]. The Java synchronization
mechanism is used to stop classes from becoming active while an update is
performed (as described above). This might make threads wait in an unfore-
seen manner, which may be a problem if the application relies on undisturbed
thread scheduling. We have not made very thorough examinations of the time
and space characteristics of the runtime evolution aspect.

5 Conclusions

We argue that it is helpful to view the possibility for runtime evolution as an
aspect, since it is a concern that crosscuts the functionality of the system. We
have implemented such an aspect in the language AspectJ. This implementa-
tion allows for experimentation with the runtime evolution aspect for ordinary
Java programs and it is available for download [5].

In the long run, it might be a good idea to incorporate the runtime evo-
lution aspect as a language construct in future versions of programming lan-
guages. That would allow for implementing support for class exchange in
the runtime system, which will make it possible to remove several of the
restrictions in our AspectJ implementation as well as improve the perfor-
mance. A limited variant of runtime change support in the Java runtime
system have been implemented in the JDrums system [1] and to some extent
in the Hotswap mechanism in the Sun JVM 1.4 [3].

Relevant future work includes evaluating the usefullness of the runtime
evolution aspect by using it in real worlds software systems. One important
issue is how severe the limitations in flexibility are. We intend to collect met-
rics on memory characteristics, time performance at “normal execution”, i.e.
when an update is not currently being performed, as well as the performance
of the updates.

The need for systems for runtime evolution is growing, since software sys-
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tems controls an increasing number of functions in society. When those sys-
tems are unavailable, part of society stops functioning.
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